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ACTION SY-05 

INEO OCT-01 AE-06 ISO-00 A-01 ABE-01 SS-15 USIA-06 SCCT-01 

FBO-02 SCS-03 SCA-01 VO-03 /045 W 

130195 

R 230849Z JAN 76 
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TO SECSTATE WASHDC 2701 
INEO AMEMBASSY ADDIS ABABA 
AMEMBASSY NAIROBI 

CONEIDENTIAL LUSAKA 0185 

ADDIS EOR RSS 

NAIROBI EOR RSO 

EO 11652: GDS 
TAGS: ASEC 

SUBJECT: SECURITY PROTECTION AEEORDED PUBLIC ACCESS AREAS 
AT OVERSEAS POSTS: REQUIREMENTS AND PRIORITIES 

REF: STATE 210312 

1. (A) CHANCERY - USG OWNED. 

(B) 1. REQUIRE BALLISTIC ALUMINUM SHEETS TO STRENGTHEN EXISTING 
OEFICE DOORS, AND COUNTER AND DOORS IN CONSULAR SECTION. 

2. DOORS CONTROL ACCESS TO AMERICAN OFEICES DOWNSTAIRS 
(CONSUL'S OEEICE, GSO OEEICE, ADMIN OFEICE) AND UPSTAIRS OFEICES 
GIVING ACCESS TO AMB, DCM, C&R, AMERICAN SECRETARIES, 

POL/ECON OEEICER, ECON OEFICER, AND ACR. THESE ARE FOR 
INITIAL PROTECTION IE TERRORIST ENTER CHANCERY AND SEEK U.S. 
HOSTAGES IN DOWNSTAIRS OEEICES; AND SECONDARY BUT VITAL 
PROTECTION FOR UPSTAIRS OFFICES, THE MOST LIKELY TARGET, AS 
TERRORISTS CAN QUICKLY AND EASILY SHOOT THROUGH DAY TIME 
SIMPLEX LOCKS CONTROLLING ACCESS UPSTAIRS. DOORS WILL BE DEAD 
BOLTED INSIDE AND ASSAULT EROM OUTSIDE DISCOURAGED BY TEAR GAS. 
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3. ESTIMATED COSTS (INCLUDING EREIGHT) 
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2024 T-3 ALUMINUM 1/4 INCH - $6,000 

(C) WINDOW PROTECTION 

1(A) LEXAN 1/2 INCH (B) MYLAR 

2 (A) LEXAN TO PROTECT AMERICAN-OCCUPIED OFEICES EROM HANDGUN 
SHOTS AND PROTECT PERSONNEL IN UPSTAIRS CORRIDOR WHO MAY BE 
LOCKING ACCESS GATE FROM HANDGUN SHOTS. EMBASSY IN GOLDFISH 
BOWL WITH EXTERNAL WALLS COMPOSED PRIMARILY OP SEVERAL HUNDRED 
LOW SILL WINDOWS. (B) MYLAR TO PROTECT FROM FLYING GLASS FROM 
WINDOWS WITH LEXAN. 

3. ESTIMATED COSTS (INCLUDING FREIGHT): LEXAN $10, 000- 
MYLAR $1,200. 

D. LOCAL GUARD FORCE: 

1. NO CHANGE IN POSTS OR HOURS COVERED. 

2. REDUCE GUARD HOURS FROM 12 TO 8 PER NIGHT AND 72 TO 48 PER 

WEEK. RECRUIT GUARDS WHO ARE LITERATE, ENGLISH SPEAKING AND POLICE 
OR ARMY EXPERIENCED. PURPOSE PROVIDE GUARDS CAPABLE AND MO- 
TIVATED TO DETECT AND DETER INTRUDERS AND ATTACKERS AND OPERATE 
ALARM SYSTEM. 

3. CONTINUE UNIFORMED BUT UNARMED. 

4. COSTS - INCREASED BY $4,588 FOR JAN 1 OWRU JUNE 30, 1976. 

E. MSG USE INFEASIBLE. MEASURES IN D ABOVE ARE BEST AVAILABLE 
SUBSTITUTE. 


F. 1. ALARM SYSTEM (24-HOUR, MULTI-PURPOSE) TO LINK CHANCERY 
GATE GUARD, CHANCERY RECEPTION, PSO OPFICE, ASST. PSO OPFICE, 
CONSUL'S OFFICE, CRO-TCU OFFICES, AMB-DCM OPFICES, OTHER 
UPSTAIRS OFFICES, STAFF APARTMENTS, PARKING LOT AND WAREHOUSE 
WITH BOTH BELLS AND SWITCHES AT OR NEAR EACH LOCATION. SYSTEM 
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PARTIALLY INSTALLED AND SOME OP EQUIPMENT ON HAND. ESTIMATED 
ADDITIONAL SUM REQUIRED $1,500. 

G. NO NEW REQUIREMENTS. 

H. NO NEW REQUIREMENTS. 

NOTE: PROGRAMS DESCRIBED ABOVE DO NOT FALL WITHIN 
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6 FAM 754 REQUIREMENTS FOR FBO REVIEW AND APPROVALS 
88. A. CHIEF OF MISSION RESTDENCE - USG OWNED. 


1. REQUIRE BALLISTIC ALUMINUM SHEETS TO STRENGTHEN SE- 
LECTED DOORS. 

2. DOORS CONTROL ACCESS TO SLEEPING QUARTERS-SAEEHAVEN AREA OE 
CM RESIDENCE. PURPOSE TO PROTECT CM, FAMILY AND GUESTS FROM 
TERRORIST ATTACKS WITH HANDGUNS WITH SYSTEM SIMILAR TO THAT 
DESCRIBED 1A.2. ABOVE. 

3. ESTIMATED COSTS $2,000. 

C. WINDOW PROTECTION 

1(A) LEXAN 1/2 INCH (B) MYLAR 

2(A) LEXAN TOPROTECT WINDOWS OE BEDROOMS, HALL, AND SAEEHAVEN 
AREAS FROM HANDGUN SHOTS. (B) MYLAR FOR GLASS SPLINTER PROTECTION 
FROM 

WINDOWS WITHOUT LEXAN. 

3. ESTIMATED COSTS (ILCLUDING FREIGHT): LEXAN $3,500 MYLAR $400. 

D. LOCAL GUARD EORCES: SAME AS I D ABOVE. ESTIMATED INCREASED 
COST (FY-76) $4,588. 

E. SEE I E ABOVE. 

E.G.H. NO NEW REQUIREMENTS. 

WILKOWSKI 
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